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1 Defined Terms

1 JedpuHnunm Ha TEPMUHU

The following terms and acronyms are integral to the understanding of this
Standard and have the meanings assigned within this Section or as referenced

herein:

TepMrHUTE U CbKpallleHWsITa No-A0My ca BaXkHU 3a NpaBuITHOTO pa3bupaHe Ha
HacTosIWMA CTaHAAPT U ca M3MNON3BaHU CbC CrieaHUTe 3HAYEHUS:

Term

Definition

TepMuH

HOedunHnumsa

Board Member(s)

As a group or individually, any member of the DPM Board
or any member of the board of directors of any DPM
subsidiary or any individual delegated equivalent authority
by the shareholder(s) of such entity.

UneHoBe Ha bopaa

3aenHo MM NooTAENHO — BCSAKO NULE B CbCTaBa Ha
bopaa Ha gupektopute Ha OMM nnn Ha HAKoe OT
ObLUEPHUTE N OPYXKECTBa, KaKTO U BCAKO NULe, Ha KOeTo
aKuuoHep(n) Ha Te3un OpyxecTBa ca Bb3MNoXunm
E€KBUBAIIEHTHM NPaBOMOLLUA.

Business Function and
Business Function
Head

A team of Employees with a designated cost centre, or
multiple cost centres, accountable for establishing and
maintaining business systems, including through Policy
Documents, internal controls, and applications; managing
or supporting implementation; and providing ongoing
support to other Employees and relevant Third Parties.
The Business Function Head thereof is the individual
accountable for the Business Function.

BusHec yHKLMA U
pbKOBOAUTEN Ha
BusHec PyHKUUA

Ekun oT paboTHuum/cnyxutenu ¢ otaeneH pasxoaeH
LEHTBP MIN C HAKONKO PasXo4HW LEHTPOBE, YNUTO
OTrOBOPHOCTU BKIIOYBAT M3rpaxkaaHe U nogabpXkaHe Ha
BU3HEeC cUCTEeMM, BKITIOYMTENHO Ype3 PUpMEHN NONUTUKM,
BBbTPELUHM MEPKM 38 KOHTPOM 1 pasnuyHn NPUNOXKeHUs;
ynpaBerieHne n CbAeNncTBMe 3a BHeapsiBaHe; oka3BaHe Ha
nogkpena Ha gpyrvn paboTHULW/CRYXUTEenNu 1 TpeTu
ctpaHn. OTroBopHOCTTa 3a busHec yHKumnsATa ce Hocn oT
HENHUAT PbKOBOAUTEN.

Business Unit and
Business Unit Head

DPM and each of its Subsidiaries, individually. The
Business Unit Head is the individual accountable for the
Business Unit.

BusHec egmuHuua n
pbKoOBOAUTEN HA
Oun3Hec eanHuLLa

OMM n Bcsako OT gbliepHUTE 1 Apy>KecTBa NOOTAESNHO.
PbkoBOOUTENAT € NULLETO, KOETO HOCK OTIOBOPHOCT 3a
Oun3Hec eamHuLaTa.

Collect, Collected or
Collection

The gathering, acquiring or otherwise obtaining,
recording, and / or compiling of Personal Information.

CvbupaHe, cubpaHa,
cbop oT nHhopmauus

CvbupaHe, npugobusaHe unu no apyr Ha4ymH
nony4aBaHe, 3anMcBaHe u/unu komnunupaHe Ha Jln4Hum
OaHHW.

Company or Group

DPM and all its directly and indirectly owned Subsidiaries,
collectively.

KomnaHwus unu Mpyna

OrMM 1 BCUYKM ObLUEepHU ApYXKeCcTBa, YUMTO KanuTan
KOMNaHuATa NpuTexasa Npsiko U HeNpsiko, B3eTW 3aegHo.

Consent An agreement to the Collection, Use, and / or Disclosure Cwrnacue Cwornacue 3a cbbupaHe, n3non3BaHe NN paskpuBaHe Ha
of Personal Information. JIM4HW aaHHWn.

Corporate Compliance | The Corporate Director Legal & Compliance or any other KopnopatuseH KopnopatusHuaT anpektop ,[1paBHu BbNpocK 1

Officer Employee appointed as Corporate Compliance Officer by | oTroBopHuk no CbOTBETCTBME” MW OPYr CryXutern, HasHaveH oT bopaa
the DPM Board. CbOTBETCTBUETO Ha MM Ha ANbXHOCT KoprnopaTMBEH OTrOBOPHUK MO

CbOTBETCTBUETO.

Data Processing
Agreement or DPA

A legally binding document that outlines the terms and
conditions under which Personal Information is Processed
by a Third-Party Processor on behalf of the Company
including but not limited to the rights and obligations of
both the Third-Party Processor and the Company.

CnopasymeHue 3a
obpaboTka Ha JlndHn
OaHHU

[MpaBHO 06BBP3BALLO CrIOpa3yMeHne, KOeTo onpegens
N3NCKBaHUATA 1 YCIroBUsATa 3a obpaboTBaHe Ha NUYHU
OaHHu oT TpeTa cTpaHa oT nmeTto Ha KomnaHusaTa,
BKJTHOYMTENHO, HO HE CaMo, NpaBaTa U 3agbIKeHMsATa Ha
obpaboTBallaTa TpeTta cTpaHa n Ha KomnaHuaTa.
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Disclose, Disclosed or

The transmission, dissemination, or otherwise making

PaskpuBa, paskpuTta u

MpenasaHe, pa3npocTpaHeHue UNu No Apyr HaunH

Disclosure available of Personal Information. paskpuBaHe npegoctaBsHe Ha JIn4yHu gaHHK

DPM DPM Metals Inc. (the parent company incorporated in anm »AINM MeTanc” UHk. (koMmnaHuaTa-manka, yupeaeHa B
Canada). KaHapga)

Employee An individual engaged by the Company on a full-time or PaboTHuk/criyxuTen Jlvue, HaeTo OT KOMNaHWsTa No TPyAoBO

part-time permanent, fixed term, or temporary basis, as
well as a secondment employee, student, intern, or
apprentice. For clarity, Employees also include Company
Officers. For the definition of “Company Officer”, refer to
the Subsidiary Governance Standard.

NPaBOOTHOLLEHME Ha MBbIHO UIN HEMBIHO PaboTHO
BpeMe CbC CPOYEH Mnm 6e3cpoyeH JoroBop,
BKITHOYMTENHO U KOMaHOUPOBaHO Ha Apyro paboTHO MACTO
WUNN BPEMEHHO HaeT CTYOEHT, CTaKaHT UIN MPaKTMKaHT.
3a noBeye siCHOTa kaTeropusTta ,paboTHuk/cnyxuten”
BKJTHOYBA M YNIEHOBETE Ha BUCLLETO PHLKOBOACTBO Ha
KomnaHusaTa. 3a uenurte Ha gedpuHunumaTa “IdnbXHOCTHO
nuue Ha KomnaHuaTa”, npaBu npenpaTka KbM
CmaHdapma 3a ynpaeneHue Ha ObwepHume
Opyxecmea.

Group Privacy Officer

The Corporate Compliance Officer or any other person
designated by DPM’s Chief Executive Officer.

OTroBopHUK 3a JIn4Hm
naxHn B N'pynata AMNM

KoprnopaTuBHUAT OTFTOBOPHMK MO CbOTBETCTBMETO UMK
Apyro nuue, onpeaeneHo ot [MaBHUA U3NbAHUTENEH
anpekrtop Ha OIMM.

Information Subject

The identified or identifiable living individual to whom
Personal Information relates.

Cy6ekT Ha JlnyHn
OaHHU

VoeHTuduumpaHo nnm Bb3aMoXHO 3a ngeHTuduumpaHe
XUBO (PU3NYECKO J1LE, 3a KOETO CEe OTHACAT onpeaernexHun
JIn4HM gaHHn

IT Privacy Coordinator

A member of the Company’s Technology Function,
designated by the VP Supply Chain & Technology, to
carry out the Privacy-related accountabilities set out in this
Standard.

UT KoopguHaTtop 3a
JIN4HM gaHHM

UneH Ha UT ekmna Ha KoMnaHusTa, onpeaesnieH ot
BuuenpesnaeHT “Bepura Ha goctaBkute 1 TexHonornmn”
3a U3NbJIHEHME Ha OTFTOBOPHOCTUTE MO 3alliuTa Ha
JInyHWMTE gaHHM cbrnacHo Hactosawmsa CTanHaapT.

Personal Information

Any information that identifies an Information Subject, or
information relating to an Information Subject, that the
Company can directly or indirectly identify from the
information alone or combined with other identifiers that
the Company possesses or can reasonably access. This
includes identifiers such as name, identification number,
location data, online identifier, factors specific to the
physical, physiological, genetic, mental, economic,
cultural, or social identity of that Information Subject.

JInyHun panHn/ Jlnyna
WUHpopmauums

Bcsaka nHdopmaums, kosito ngeHtudgpmumpa Cybekra Ha
AaHHUTe/MHopMaUusaTa, Unm n nHdopmauusi, ceBbp3saHa
¢ To3u CybekT, koaTo KomnaHuaTa moxe Aa
noeHTndrumMpa OUPEKTHO UK, MHAMPEKTHO OT caMmute
OaHHU 1Ny KoMbuHauusa ¢ apyru naeHTMnkaTopmn, KoMTo
KomnaHusiTa nputexasa Unn 0 KOUTO MOXe Aa uma
aocTbn. ToBa BkNoYBa naeHTudmkaTopm kato nve,
naeHTUdrKaUMoHeH HoMep, AaHHU 3a MECTOMNOOXEHNE,
OHNaWH naeHTUdUKaTop, hakTopu, KOUTO KOHKPETHO ce
OTHacAT 3a usnyeckaTa, buanonormyHaTa, reHeTM4Ha,
rcuxmnyecka, MKOHoOMUYecka, KynTypHa 1 couunanHa
ngeHTnYHocT Ha CybekTa Ha gaHHUTe/MHdopMaumsaTa.
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Personal Information

Breach

Any act or omission that compromises the security,
confidentiality, integrity or availability of Personal
Information or the physical, technical, administrative or
organizational safeguards that the Company or its Third-
Party Processor put in place to protect it. The loss, or
unauthorized access, disclosure or acquisition, of
Personal Information is a Personal Information Breach.

HapyweHne Ha
CUrypHOCTTa Ha
JInYHUTE AaHHM

Bcsako gencTtsme kaTo NPonyck Unm KOMNpoMeTupaHe Ha
CUTYPHOCTTA, KOH(PUAEHUMAMNHOCTTA, UHTErpuTETa UK
HanMuneTo Ha JIM4HK gaHHU UnNn usnyeckuTe,
TEXHUYECKN, aAMUHUCTPATMBHM U OpraHn3aLnoHHK
3alUMTN Ha AaHHW, BbBedeHu B KomnaHusta nnm TpeTa
CTpaHa, kosaTo obpaboTBa gaHHU. 3arybarta unm
HEOTOPU3NPAHMAT AOCTbM, pa3kpuBaHe Unv NnpuaobueaHe
Ha JlnyHM gaHHM/MHdopmauns npeacTasnsea
HeoTOpM3MPaHO paskpyBaHe Ha JIMYHM JaHHW.

Policy Document

Each or any of a Policy, Standard, Procedure or Guideline
created by or for the Company or one or more of its
Business Units.

MNonuTtmka Ha
KomnaHnusaTta

MonnTtuka, cTaHgapT, Npoueaypa, Hacoku, pa3paboTeHu
OT UNU 3a KOMMaHuATa 1N HerHa busHec eguHULA.

Privacy The protection of Personal Information Processed by or HenpukocHoBeHocT Ha | NpeacraBnasa 3awmta Ha JInyHuTe gaHHu/ nHdopmaums,
on behalf of the Company. MHdopMaumnsaTa KosaATO ce ob6paboTtBa oT unu ot MeTo Ha KomnaHusara.
Privacy Laws All laws and regulations pertaining to Personal Information | 3akonn 3a JlnyHuTte | Bemdku 3akoHu M Hapeabwu, kacaelum sawmTa Ha JlndHute

protection, that are applicable to the Company, including
but not limited to the Canadian Personal Information
Protection and Electronic Documents Act (PIPEDA) and
the European Union General Data Protection Regulation
(GDPR).

OaHHK

JaHHW, KOUTO criefBa Aa ce crnas3BaT OT KOMMNaHusATa, B
TOBA YMCMNO HO He eMHCTBEHO, KaHaACKUSA 3aKOoH 3a
3aujuma Ha fu4HUme 0aHHU U efieKmMpPoOHHUME
OokymeHmu n Obwusi pearnamMeHm 3a 3aujuma Ha
nuyHume darHHu (GDPR) Ha EC.

Privacy Liaison

The Head of, or an Employee designated by the Head of,
the Business Function Collecting or otherwise Processing
Personal Information to carry out the Privacy - related
accountabilities set out in this Standard.

Jlnue 3a KOHTaKT no
OTHOLUEHUE Ha
JIn4yHnTE JaHHU

PbKkoBOAUTEN HA UNW CNYXXMUTEN 3a 3awmTa Ha
HEMNPUKOCHOBEHOCTTAa Ha JInYHWUTEe faHHKW, onpeaesneH ot
PtkoBoauTens Ha 6usHec hyHKUMATA, KOATO CbbUpa unm
no Apyr Ha4nH obpaboTea JIM4HM AaHHM - CBbP3aHUTE ca
TOBa OTFOBOPHOCTW Ca ONpPeAeneHn B HAaCTOALLMSA
CraHpapr.

Privacy Professionals

A member of the Legal & Compliance Function at each
respective Business Unit, who has been assigned Privacy
accountabilities for the Business Unit by the Business Unit
Head.

Cneuymanuctt o
HENPUKOCHOBEHOCT Ha
JIn4yHNTE faHHU

UneH Ha dyHkumaTa “NpaBHM BbNPOCK 1 CbOTBETCTBME”
BbB BCHKa 0T BU3HeC eauHULNTE, HA KOroTO
PbkoBoautenat Ha GM3HeC eguHULATA € Bb3NOXUI
OTrOBOPHOCTM 33 HEMPUKOCHOBEHOCTTA Ha JlnuHuTe
JaHHu B BU3Hec eguHuuara.
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Process, Processed or
Processing

In the context of Personal Information, the verb “to
process” includes any activity that involves the use of
Personal Information (whether through manual or
automated means) such as the Collection, recording,
storage, retrieval, use (i.e., organization, adaption,
alteration, consultation, alignment, or combination),
Disclosure and destruction of Personal Information.
Processing also includes transmitting or transferring
Personal Data to Third Parties.

Ob6paboTBaHe,
obpaboTeHun nnm
npotiec Ha obpaboTka

B koHTekcTa Ha JIn4yHuTe gaHHM /MHopMaumsa, rmaronbT
,00paboTBaM” BKItoYBa BCska AEeMHOCT ¢ JlnyHa
nHdopMaLmsa Ypes pbYHU UM aBTOMaTU3NPAHN
OENHOCTN, CBbpP3aHn CbC CbbUupaHe, CbXxpaHeHue,
N3BfMYyaHe, N3nons3eaHe (T.e. opraHM3upaHe,
aganTupaHe, U3MeHeHMe, KOHCYNTMpaHe, XapMOHU3npaHe
unu kombuHaumsi), paskpueaHe (T.e. opraHusnpaHe,
aganTupaHe, U3MeHeHMWe, KOHCYNTUpaHe,
CYHXPOHM3UpPaHe N KOMOVHMpPaHe), pasKpuBaHe u
YHULLOXXaBaHe Ha NUYHWU AaHHW/ MHopMaums.
O6paboTkaTta BKNOYBaA U NpedaBaHe Unm NnpexsbpnsHe
Ha JIn4HU gaHHKM KbM TpeTu cTpaHu.

Subsidiary Includes each entity in which DPM holds, directly or OblepHo opyxecTso BkntouBa BcAko topuamdecko nuue, B koeto ANM gbpxu
indirectly, over 50% ownership of the voting shares or an OVPEKTHO unu nHanpekTHo 50% oT akuunTe C NpaBo Ha
interest which allows DPM to exert direct or indirect rrnac unu nHTepec, Konto nossonsasa Ha MM ga
control over the entity (collectively referred to as ynpaxHaBa QUPEKTEH U1 NHOUPEKTEH KOHTPOI BbPXY
Subsidiaries). For clarity, the Private English Language IOPUONYECKOTO NnLe (3aeaHo HapuvaHu “IObliepHuTe
Secondary School Chelopech EOOD is not included in apyxecTtea”). 3a noBeye AcHoTa ,YacTHaTa
this definition as it is subject to the Bulgarian Education npodunmMpaHa rmmHasnst ¢ Yy)kgoe3nkoBo obydeHne
Act. ydenoney* EOO[ ce n3kntouBa OT Ta3n KaTeropusi, Tbi

KaTo ce nog4vvHsiBa Ha 3akoHa 3a obpa3ogaHuemo.

Third Party An individual, company, or other entity, that is interested TpeTa cTpaHa duranyecko nuue, ApY>KECTBO UM OPYro opnanvecko

in entering or has an existing business relationship with
the Company. Third Parties include, but are not limited to,
suppliers, contractors, advisors, consultants, agents,
brokers, lobbyists, donation and sponsorship
beneficiaries, customers, and joint venture, merger, and
acquisition partners.

nuue, KoeTo e B BnsHecC OTHOLLEHMS UM UMa MHTepec Aa
YCTaHOBM TakmnBa oTHoLLeHUs ¢ KomnaHuaTa.
KaTeropusaTa BKMoYBa, HO He ce orpaHuyaBsa Ao
O0CTaBYMLM, BBHLUHU U3MBIHUTENN, CbBETHULN,
KOHCYNTaHTW, areHTun, bpokepu, nobuctu, beHedpnLNeHTH
Ha JapeHus U CNOHCOPCTBO, KMNEHTU U NapTHLOPU B
CbBMECTHU NpeanpuaTusi, CIMBaHusa 1 npngobumBaHms.

Third-Party Processor

Third-Party Processors are Third Parties engaged by the
Company to Process the Personal Information as further
set out in Section 4.7.

TpeTa cTpaHa, KoaTo
obpaboTea JInyHM
OaHHK

O6paboTBalla TpeTa cTpaHa NpeAcTaBnsBa TpeTa
cTpaHa, kosTo KomnaHusaTa e aHraxxupana ga obpaborsa
JIn4HM gaHHM cbrnacHo Tekcta Ha Pasgen 4.7.
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2 Purpose and Scope

2 Llen n obxear

The purpose of this Privacy Standard (this Standard) is to facilitate the protection of
Personal Information the Company Collects and otherwise Processes (including the
Personal Information of Employees, Board Members, and Third-Party Information
Subjects) in accordance with applicable legal requirements.

Llenta Ha HacTosiwms CTaHOapT 3a HEMPUKOCHOBEHOCT Ha NMMYHUTE AaHHU e aa
nognomMorHe sawmrtaTa Ha JInyHute gaHHu, komto KomnaHusta cbbupa unm no apyr
HaynH 06paboTBa (BKNIOYMUTENHO JIMUYHM JaHHWU Ha pabOTHULN/CIYXXUTENN, YNEeHOBE
Ha Bopaa, n Tpetn ctpaHu konto ca Cy6eKkT Ha JaHHN).

This Standard sets out the Company’s approach to using, managing and protecting
Personal Information, regardless of the medium on which that information is stored,
and is applicable to Board Members, Employees and Third Parties, who Process
Personal Information at the request and/or on behalf the Company.

Hactoawuar CtaHgapT onpegens nogxoga Ha KomnaHusaTa no oTHOWeEHME Ha
M3Non3BaHeTo, yNpaBfeHNeTo U 3awutarta Ha JInyHuTe OaHHW, He3aBUCUMO OT
cpegara, B KOSITO ce CbxpaHsBaT. To3n CTaHgapT € NpuIioXum 3a YfeHoBeTe Ha
Bbopaa, pabotHuum/cnyxutenu n TpeTn cTpaHn, kouto obpaboTteat JInuHu AaHHK
no nckaHe unu ot umeTo Ha KomnaHusTa.

3 Overarching Requirements

3 O6woBannagHun n3nckBaHus

The Company operates across different jurisdictions, each with its own set of Privacy
Law requirements. It is committed to complying with all applicable Privacy Laws and
adhering to the principles outlined in the Information Protection Policy. This Standard
establishes the requirements that will be uniformly applied across all jurisdictions
where the Company conducts business. In instances where local Privacy Laws
impose additional or more stringent standards, those higher requirements must be
observed.

KoMmnaHuata paboTu B pasnuyHu HOPUCAUKLNKN, BCSIKA OT KOMTO Mma COBCTBEHU
HOPMaTMBHM U3NCKBaHUS 3a HENPUKOCHOBEHOCTTA Ha JIndyHnTe gaHHn. KomnaHusaTa
€ Mnoena aHraxXmmeHT [a crnasBa BCUYKM MPUMOXKMMU HOPMATUBHU U3NCKBAHUSA U
NpPUHUUNUTE, 3anoxeHn B MNonuTtukata 3a 3awmTa Ha nHpopmaumaTa. HactoawmaT
CraHgapT onpedens eaAvHHW U3UCKBaHUS, KOMTO LLe Ce npunarat BbB BCUYKU
topucamkumnmn, B kouto Komnanusata pabotun. B crniyyauTe, Korato MECTHUTE 3aKOHMU
332 HEMPUKOCHOBEHOCT Ha JIMYHMUTE OaHHW onpefensit No-CTPUKTHWU CTaHAapTH,
KomnaHusaTta Tpsabsa ga cnasea TaX.

A fundamental principle of this Standard is the recognition that Personal Information
is owned by the Information Subject, not by the Company. Consequently, the
Company is dedicated to respecting and safeguarding the Personal Information of
Employees and Third Parties, which it Processes. This commitment is paramount to
maintaining the trust and confidence of all Company’s stakeholders. A failure to
protect Personal Information can also result in legal and reputational risk to the
Company.

dyHaameHTaneH npyHUMn Ha HacTodAwma CtaHgapT € npesymnunara, ye CybekTbT
Ha AaHHM e cobCTBEHMKBT Ha JInyHute aaHHM a He KomnaHuaTta. B To3u cmucen,
KomnaHusaTa € noena aHraxXumeHT [a yBaxaBa W nasu JInuyHuTe [aHHW Ha
paboTHuumTe/cnyxutenute u Ha TpeTu cTpaHu, koaTo obpaborBa. Tos3u
aHraXXmMeHT e ocHoBoMoMnaraly, 3a nogabpXaHeTo Ha AOBEPUETO U CUTYPHOCTTAa Ha
BCUYKU 3auMHTepecoBaHuW cTpaHu Ha KomnaHuaTa. HeycnewHata 3awimta Ha
JInyHnTe paHHM MOXe [fOa MnpeAcTaBnsiBa NpaBeH W penyTauuoHEH pUCK 3a
KomnaHusaTa.

This Standard must be read in conjunction with the Policy Documents listed in the
Related Documents Section.

Hactoswuatr CrtaHpgapT TpsibBa Oa ce TbilkyBa U npuiara CbBMECTHO C
OOKYMEeHTaumsiTa, nocoveHa B pasgen “Cebp3aHn JOKYMEHTH.
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4 Performance Requirements

4 W3nckBaHMA 3a N3NbITHEHne

4.1 Permissibility of Personal Information Processing

4.1 JonyctumocT Ha obpaboTkaTa Ha JIn4yHn gaHHW.

The Processing of Personal Information is allowed only if the Information Subject
has given their Consent or if it is otherwise permitted by applicable Privacy Laws.

O6paboTkata Ha JIu4yHM faHHK e no3BorieHa camo, ako CyBeKTbT Ha AaHHKM € gan
Covrnacve 3a ToBa unu obpaboTtkata e Ouna paspelleHa OT NPUNoOXUMUTE
perynaumm 3a HENPUKOCHOBEHOCT Ha JIMYHUTE JaHHW.

When relying on Consent for Processing, such Consent must be obtained in writing
or through other legally permissible means. Prior to seeking Consent, the Information
Subject must be informed about the purpose of the Processing and any potential
transfer of their Personal Information. The declaration of Consent must be clearly
highlighted when included within other statements to ensure it is fully understood by
the Information Subject.

Mpn no3oBaBaHe Ha TakoBa Cbrnacue, 1o TpsibBa ga 6bae gageHO B NUCMeEHa
dopma nnm nNo Apyr Ha4YmH, ypeaeH oT 3akoHa. lNMpeau Aa ce ucka cbriacue oT Hero,
Cy0eKTbT Ha faHHU TpsbBa aa 6bae nHdopmMupaH 3a uenuTe Ha obpaboTkaTa u 3a
NnoTeHUnanHo npexBbprsHe Ha JIMyHuTe AaHHW. TeKCTbT, C KOMTO ce 3asdBsiBa
Cvobrnacue Tpsibea ga 6bae nogvepTaH U siceH, OPU ako € YacT OT MO-ronsiM TeKCT,
3a [ja e CuUrypHo, 4e e gobpe pasbpaH ot CybekTa Ha JaHHW.

Privacy Liaisons must keep records of all Consents related to their respective
Business Functions. This ensures that the Information Subject can, if they choose,
withdraw their Consent in accordance with applicable Privacy Laws.

JInueto 3a KOHTaKTU MO OTHOLWIeHWe Ha JlnyHuTe OaHHW TpsbBa Oa nogabpka
3anucKu Ha BCUYKM aeknapauum 3a Cbrnacue, cBbp3aHu cbC cboTBeTHaTa BusHec
dyHKUMA. Taka ce rapaHTupa, 4e Korato pewn, CyGekTbT Ha [AaHHM MoXe Oa
oTternn Cbrnacneto CcuU CbIMacHoO MPUMNOXMMOTO 3akoHoOaTencTso 3a
HenpuKoCHOBEHOCT Ha MUYHUTE OaHHW.

4.2 Sensitive Personal Information and other Special Categories

4.2 YysctButenuu Jinuum gaHHn n CneumanHu Kateropum

Information that reveals racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership, genetic data, biometric data, or data
concerning health, sex life or sexual orientation is considered sensitive Personal
Information. Other types of Personal Information may also be deemed sensitive
based on the context, volume and intended usage, as determined through a Privacy
Impact Assessment (see Section 4.11 below).

MHdopMauudaTa, KOSTO paskpuBa pacoB UM €THUYECKM MPOU3XOA, MONMTUYECKU
MHEHUS, PEenuUrmo3HN unn UNocodCKN BAPBAHUSA, YMEHCTBO B MNpPOdCHHO3MN,
FeHeTUYHN OaHHW, BMOMETPUYHU OaHHW, UNN OAHHU CBbP3aHW CbC CEeKCyarHus
XMBOT M OpMeHTauus ce cuntaT 3a YyBCTBUTENHW JTnuHy ganHu. Mima v gpyru JTndxm
OaHHK, KOUTO MOXe [ia Ce CYMTaT 3a YyBCTBUTENHU 38 KOHKPETEH KOHTEKCT, 06eM 1
nonssaHe, onpeaenenn ¢ OueHka Ha Bb3OeNCTBMETO BbPXY HEMPUKOCHOBEHOCTTA
Ha gaHHute (BuX Pasgen 4.11 gony).

Sensitive Personal Information is subject to heightened security measures and can
only be Processed with explicit consent except where required or permitted by law,
such as for regulatory compliance, legal proceedings, or the protection of rights and
safety.

UyscTBUTENHUTE JIMYHM OaHHM noAanexaT Ha No-CTPOrM MEepKWU 3a CUrypHOCT M
MOXe Aa ce o6paboTBaT caMo C M3PUYHO Cbrnacue, OCBeH ako obpaboTkarta ce
M3UCKBaA UNW e paspellieHa Mo HopMaTWBEH pef, T.e. CbIMacHO HOPMaTUBHU
N3UCKBaHUS, CbAeGHO NPOU3BOACTBO UMW OEWCTBUA 3a 3aluMTa Ha npaBa U
CUI'YPHOCT.
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To ensure that sensitive Personal Information is properly Processed, Privacy
Liaisons must always consult with Privacy Professionals before collecting such
Personal Information. Additionally, Privacy Professionals must be consulted
whenever there is uncertainty whether the Personal Information to be Processed
qualifies as sensitive.

3a na ce ocurypu npaBsunHata obpaboTka Ha YyBCTBUTENHM NUYHK AaHHK, [luuaTa
33 KOHTAKT MO OTHOWeEHWe Ha JIMyHWUTe JaHHM TpsibBa 3agbIPKMTENHO Oda ce
KOHcynTupat cbc Cneumanmcti no HENPUKOCHOBEHOCTTA Ha JIMYHWUTE AaHHU oLule
npeav ga cbbupat TakmBa gaHHU. OCBeH TOBa, KOHCyNTaumm cbe Cneunanuctute
Mo HEMPUKOCHOBEHOCT Ha JIMyHMTE JaHHU TpsiOBa Oa ce NpoBexaaT KoraTo Hsama
SICHOTa ganu we ce obpaboteart JIMYHM OaHHWM, KOUTO ca KaTeropvsvpaHu KaTo
YYBCTBUTESHMW.

4.3 Purpose Limitation

4.3 OrpaHuyeHnsa Ha uenute

Personal Information must be Collected solely for specified, explicit and legitimate
purposes. Privacy Liaisons, in consultation with the respective Privacy Professional,
must define these purposes and ensure they are appropriately documented.
Processing Personal Information for purposes other than those for which it was
initially Collected is permissible only with the Information Subject’'s Consent or if
otherwise allowed by applicable Privacy Laws.

JInyHnTe gaHHKU ce cbbupaT camo 3a U3PUYHO 3asiBEHUTE U 3aKOHHU Lenu. Jluuarta
3a KOHTaKT Mo OTHOLWEeHMe Ha JIMYHUTE AaHHM ca ONTbXKHM Aa onpeaensaT Tean Lenm
W 0a cnepgar 3a TSXHOTO AoKymeHTupaHe. ObpaboTkata Ha JInyHu gaHHu 3a gpyrm
Lenu U3BbH LienuTe, 3a KOMTo e cbbpaHa NbpBOHa4YanHo, € paspelleHa caMo ako
e cbbpaHa cbc Cbrnacueto Ha CyGekTa Ha JIMYHM AaHHWM 1M ToBa No ApYr HaYMH
€ paspeLleHo OT 3aKOHO4AaTeNICTBOTO 33 HEMPUKOCHOBEHOCTTA Ha JINYHUTE JaHHW.

4.4 Accuracy

4.4 ToyHOCT

To ensure the integrity of Personal Information and protect the rights of Information
Subjects, the Personal Information Processed by the Company must be accurate
and up to date. The accuracy of any Personal Information Collected by the Company
must be verified at the point of Collection and at regular intervals thereafter. Privacy
Liaisons must also ensure that reasonable steps are taken to amend or destroy any
inaccurate or outdated Personal Information Processed by their Business Function
in accordance with the Information Retention, Recovery and Sanitization Standard.

3a pga ce ocurypm MHTErpUTETHLT Ha JIMYHUTE OaHHW M Aa ce 3alUMTAT npaBaTta Ha
CybekTa Ha gaHHu, uHdopmaumsTa, kosato KomnaHuata obpaboTea, TpsibBa aa
Obae TouHa 1 akTyanHa. TovyHocTTa Ha JInyHuTe aaHHu, cbbpaHn ot KomnaHuaTa,
TpsbBa Aa O0bae NoTBbpAEHa B TovkaTa, B KOSITO ce cbbupaTt un cnep ToBa fa ce
NnoTBbpXaaBa pedoBHO. JlvuaTta 3a KOHTAKT MO OTHOLIEHMEe Ha JIMyHWuTe OaHHU
TpsibBa fa ocurypsaT NpegnpueMaHe Ha pasyMHWU CTbMKW 3a pedakTupaHe unu
YHULLOXaBaHe Ha HETOYHU UnK ocTapenu JNInyHu aaHHKu, KouTo ce obpaboTBaT OT
BbusHec yHkumMa cbrnacHo CmaHdapma 3a CbXpaHeHue, caHumusupaHe u
8b3cmaHoesieaHe Ha OaHHU.

4.5 Reduced Data Retention

4.5 CbKpawaBaHe Ha CpoKa Ha CbXpaHEHWEe Ha JaHHU

The longer Personal Information is retained, the greater the risk of a Personal
Information Breach or the information becoming inaccurate. The Company must
ensure that Personal Information is retained only for the duration necessary to fulfill
the business purpose or to comply with legal requirements.

Konkoto no-ambnro BpemMme Cce CbpXaHdaBaT JInyHM paHHKW, TOMkKoBa € MOo-rofsm
PUCKBT Te Aa CTaHaT HETOYHU UNX Oa 6baat pa3KkpuTun 4Ypes HeoTopu3npaH OOCTbI.
KomnaHuarta Tpﬂ6Ba aa ce norpumxu JInuHute pgaHHM pa ce CbXpaHdaBaT CaMO 3a
CpOKa, Heob6xo4MM 3a U3NbrHeHMe Ha BU3HeC Lienute nnn 3a cna3BaHe Ha JafeHu
npaBHN N3NCKBAHWUA.
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Once Personal Information is no longer needed by a Business Function for its
specified purposes, it must be deleted, anonymized or otherwise managed in
accordance with the Information Retention, Recovery and Sanitization Standard.

B momeHTa, B konTO JIMYHUTE faHHM Beve He ca Heobxoammum Ha BuHec dyHkuuaTa
3a KOHKpPEeTHU uenu, Te Tpsabea aa 6baaT UsTpuTu, aHOHUMU3UPAHW UNKU NO Apyr
Ha4YuH ynpasenaBaHu cbrnacHo CmaHdapma 3a CbHUMuU3upaHe U 8b3cmaHoesieaHe
Ha 0aHHU

4.6 Personal Information Communications and Notices

4.6 JIN4HM JaHHW, KOMYHUKaAUMA U yBeOOMIIEHNS

In certain jurisdictions where the Company operates, when Personal Information is
Collected, Information Subjects have specific rights. Therefore, before Collecting any
Personal Information, the Privacy Liaisons must consult with the respective Privacy
Professional to determine what communication or formal notice, if any, must be
provided to the Information Subject.

B Hsakon wopucavkumu, B kouto pabotu KomnaHusTta, CybekTbT Ha AaHHM Mma
KOHKPETHM npaBa, korato ce cbbupar JlmuHm gaHHu. B TO3M cmucbn, npeau
cbbupaHe Ha JInyHu gaHHK, Jlnuarta 3a KOHTaKT No OTHOLWEHWe Ha JInyHuTe gaHHK
TpsibBa Aa ce koHcynTupat cbe CneumanncTute no HENPUKOCHOBEHOCT, 3a Aa ce
yCcTaHoBM ganu Ha CybekTa Ha gaHHM TpsbBa ga ce nanpaTu HAKakBo CbobLeHne
Unu opuumnanHtHo yBeaoMIeHe.

If applicable Privacy Laws require a privacy notice to be given to Information
Subjects, such notice must be developed in consultation with the respective Privacy
Professional to ensure it includes all necessary information and is delivered to the
Information Subject within the timeframe required by applicable Privacy Laws.

AKO MpUROXUMOTO 3aKOHOAATENCTBO 3a HEMPUKOCHOBEHOCT Ha JIMYHWUTE OaHHM
nsnckea CybekTbT Ha OaHHM Oa Nony4dy TakoBa yBeAOMIIEHUE, YBeOOMIIEHUETO
TpsibBa fOa ce W3roTBM B KOHCYNTauuMsi CbC CbOTBETHUs Cheunanuct no
HEenpPUKOCHOBEHOCT Ha JInYyHUTe AaHHK, 3a Aa ce rapaHTUpa, Ye To BKMYBa LuanaTa
Heobxoouma MHdopmauusa n e goctaBeHo Ha CybekTa Ha gaHHM B CPOKOBETE,
onpegeneHun oT ToBa 3aKOHOAATENCTBO.

When an Information Subject inquires with the Company about their Personal
Information, or otherwise seeks to exercise any related rights, the Employee
receiving the inquiry must promptly notify the Privacy Liaison for the respective
Business Function. The Privacy Liaison must verify the identity of the requestor and
refer the inquiry to the respective Privacy Professional for handling.

B cnyyan, ye Cybekt Ha JlnyHM gaHHM nopjape 3anuTBaHe KbM KomnaHusTa
OTHOCHO JIMYHWUTE CU JaHHW Unu No ApPYr HaAYMH TbPCU [a yNpaxHu npasarta cu,
PaboTtogatendar KOWTO € Nony4yun TakoBa 3anuMTBaHe e AMTbXeH CBOEBPEMEHHO Aa
yBegomu Jlvue 3a KOHTaKT B CboTBeTHaTa busHec pyHkumsa. CboTBeTHOTO JlnLe 3a
KOHTaKT No OTHOLWLEHME Ha JInyHuTe gaHHu TpsabBa ga noTBbpau naeHTUduKaumaTa
Ha 3asBUTENs M Oa npenpaTtu 3anuMTBaHETO KbM CbOTBETHMA Cneumnanuct no
HEMPUKOCHOBEHOCT Ha JIMYHWUTE JaHHMU.

4.7 Transfer Limitation

4.7 OrpaHnyeHuns 3a npegaBaHe Ha gaHHU

The Company may engage Third-Parties Processors for various services, such as
hosting and storage cloud computing, contract management, background and due
diligence screening, reporting and assurance, risk analysis and mitigation, payroll
and benefits management, as well as speak-up and incident reporting services.

KomnaHusATa Moxe [a aHraxupa obpaboTsalin TpeTu cTpaHu 3a U3MbIIHEeHWe Ha
PasnMuYHK yCrnyrn Kato Hanpumep 06naK /XOYCTUHI, CbXpaHeHUe U KOMMITbpHa
obpaboTka, ynpaBreHue Ha OOroBopu, A OWMWKBLHC W MpoBepka Ha akTu,
M3roTBSIHE Ha OTYETM U MPOBEpPKa Ha KayecTBO, aHanu3 U HamarnsiBaHe Ha pUcka,
ynpaBrieHne Ha 3annaTi, OCUIypPOBKU U coumantmu npuaobueky, a CbLUo v npoleca
Mo CUrHanM3upaHe Ha HepegHOCTH.
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When engaging Third Party Processors, the Company remains accountable for the
Personal Information Processed by these entities. Therefore, a Data Processing
Agreement must be entered into before any transfer of Personal Information occurs.
Privacy Liaisons are accountable for ensuring that a Data Processing Agreement is
in place, in consultation with the IT Privacy Coordinator and the respective Privacy
Professional.

Mpu aHraxupaHe Ha obpaboTsalla TpeTa cTpaHa, KomnaHuaTa npoabnkasa Aa
HOCW OTroBOPHOCT 3a obGpaboTBaHeTo Ha JInyHuTe paHHU. B TO03M cmucen,
KomnaHusaTa TpsabBa aa ckntoum ¢ TakaBa ctpaHa CnopasymeHue 3a obpaboTka Ha
JInuHM paHHM nNpegn obpaboTBaHETO Ha KakBaTo U Aa e JlnyHa nHdopmauusa oT
Tasu TpeTa cTpaHa Aa e 3ano4Hano. JInueTo 3a KOHTaKT No OTHOLLEHME Ha JIndHuTe
AaHHM HOCK OTrOBOPHOCT 3a TOBa [a MMa ckitoveHo CrnopasyMeHune 3a obpaboTka
Ha JIMyHM gaHHM, 1 TOBa crnopa3yMeHuMe Aa € U3roTBeHO B KoHcynTauus ¢ UT
KoopguHaTtop 3a JIn4yHu gaHHM n cboTBeTHUSA CneumnanmnucT no HENPUKOCHOBEHOCT
Ha JInyHuTE JaHHN.

The Data Processing Agreement must require the Third Party to adhere to the
relevant Company Policy Documents related to the protection of Personal
Information, unless the Privacy Professional determines that the Third-Party
Processor has its own policy documents consistent with the principles set out in this
Standard.

CnopasymeHneto 3a obpaboTtka Ha JIMyHM paHHM TpsibBa ga uma kKnayaa,
nsnckeawla oT TpeTaTa cTpaHa Aa cnassa cboTBeTHUTE MNonutukn Ha KomnaHusaTa,
CBbp3aHu ¢ JIn4yHUTe AaHHK, ocBeH ako CneunanmucTbT Mo HENMPUKOCHOBEHOCT Ha
OaHHUTEe NoTBbpAMW, Ye TpeTaTta cTpaHa MMa COOCTBEHM MOMUTUKW/ LOKYMEHTMH,
KOMTO OTroBapsiT Ha NpuHUMNUTE B Hactoswmsa CtaHgapT.

Additionally, the Data Processing Agreement must clearly define the scope of the
Third-Party Processor’s activities, stipulating that Processing may not be undertaken
for any other purpose.

OcBeH TOBa, CnopasymeHneTo 3a obpaboTka Ha faHHU TpsbBa ACHO Oa 3ajaBa
obxBaTa Ha oelHocTUTe Ha TpeTaTta cTpaHa M 3adbiKeHMeTo 1 Aa He uanonssaT
JaHHUTe 3a gpyrv uenu.

Privacy Liaisons must assess whether Processing of Personal Information by their
respective Business Functions will involve transferring Personal Information outside
of the country of Collection. Since Privacy Laws may restrict such transfers to certain
jurisdictions, the respective Business Unit's Privacy Professional must be notified
before any transfer occurs to evaluate potential restrictions.

JlnuaTa 3a koHTakT TpsbBa Aa npeueHAT ganu obpaboTkata Ha JIM4HKM gaHHWM OT
cboTBeTHaTa busHec yHKUMSA Lie BKIHOYBA NpexBbpiisiHe Ha JIMYHU JaHHW U3BBH
ObpXaBaTa, B KOATO ca CbbpaHu. Tbi KaTo B HSAKOM  HOPUCAUKLMMK
3aKkoHOOATENCTBOTO 3a HEMPUKOCHOBEHOCT Ha JIMYHWTE JaHHM MOXe da Hanara
OrpaHUYeHus Ha TakoBa npexBbpnsiHe, CneunanucTbT N0 HEMPUKOCHOBEHOCT Ha
AaHHUTe B AadeHaTta busHec eguHuua TpsibBa ga Obae yBeooMeH Npean TakoBa
NPexBbPIIIHE HA AaHHW, 3a Aa NPOBEPU Aann MMa TakMBa OrpaHuYeHus.

4.8 Confidentiality and Authorization

4.8 KoHhnaeHumanHocT n otopusayum

Only authorized Employees are permitted to engage in the Processing of Personal
Information. These Employees are strictly prohibited from using such Personal
Information for personal purposes, transferring it or making it accessible in any
manner to unauthorized Employees, Third Parties or any other external stakeholder.
Within the context of this Standard, “unauthorized” also refers to the use of Personal
Information by Employees for purposes unrelated to their employment duties.

JivuHn paHHM ce ob6paboTBaT camMO OT OTOpU3MpaH MepcoHan. 3a Tesu
paboTHULM/CNYXXUTENW BaXW CTPUKTHA 3abpaHa aa wanonseaTt JIMYHM OaHHKM 3a
NVYHW Uenu, n da ™ NpexBbprnsaT WM ga NpeaocTaBAaAT AOCTbN A0 TAX Ha
HeoTopu3upaH nepcoHan Ha KomnaHusaTa, Ha TpeTu CTpaHu UM Opyrv BbHLUHK
3auMHTepecoBaHu cTpaHu. B koHTekCcTHa Ha HacTodawma CtaHaapT, “HeoTopusnpaH”
ce oTHaca W 3a UW3NOM3BaHeTO Ha JIMYHM [JaHHM OT  cTpaHa Ha
paboTHUUM/CNYKUTENN 3a LENW, KOUTO HEe ca CBbp3aHu C TPyAOBUTE UM
3a0bIDKEHUS.

Uncontrolled if Printed

DPMB PL 1-23 Privacy Standard-GRP-ST-LEG-19 V.1.1 v-1

Page 12 of 22

printed: 20.10.2025



33]] METALS

Privacy Standard

kopg | code: PL 1-23
CTaHﬂ,apT 3a HENMPUKOCHOBEHOCT Ha

JNIMYHUTE JaHHU

Bepcus | version: 1

B cuna or | effective: 2025

4.9 Reporting Personal Information Breaches

4.9 [loknagBaHe Ha crnyvYam Ha HeOTOPU3NPaHO pasKpuBaHe Ha
JInyHn paHHn

Preventing Personal Information Breaches is the accountability of all Employees and
Third Parties. All actual or suspected Personal Information Breaches must be
reported immediately to a Privacy Liaison or to the Privacy Professional of the
respective Business Unit.

PaGoTHMuMTE/CNYKUTENWUTE HOCSAT OTFTOBOPHOCT 3a MpedoTBpaTsiBaHe Ha TakoBa
HeoTopu3MpaHo paskpueaHe Ha JIYHM AaHHW BCUYkn MHUMAEHTU C HEOTOPU3NPaHO
pa3kpvBaHe Ha JInYHU gaHHW (AeACTBUTENTHO UMW NpeanonaraeMo) 3a4bIKUTENHO
N He3abaBHO ce [OokMnagBaT Ha JIMLEeTO 3a KOHTaKT Mo OTHOLIEHWE Ha JIuuHuTe
JaHHU B cboTBeTHaTa busHec egvHvua.

In the event of a Personal Information Breach, Privacy Professionals will coordinate
an investigation in close collaboration with the IT Privacy Coordinator. The Company
will promptly take steps to contain and assess the breach, ensuring that measures
are implemented to minimize harm. Depending on the nature of the Personal
Information Breach, affected Information Subjects and relevant regulatory authorities
may need to be notified.

Mpn HeoTopMsMpaHo paskpuBaHe Ha JlnuyHm panHKu, CneuyuwanuctTute no
HENPUKOCHOBEHOCT KOOPAMHMPAT pascriefBaHeTo B TACHO CbTpyaHuyectso ¢ UT
KoopauHatop 3a JlnuHu panHn. B TakbB cnyyam Komnanusta npegnpvema
HaBPEMEHHM MEPKN 3a KOHTPOST M OUEHKa Ha TakbB HEOTOpM3MpaH OOCTbN U
npunara Mepk1 3a MMHMMKU3UpaHe Ha nocrneanuuTe. B 3aBMCMMOCT OT xapakTtepa
Ha TO31 UHUMAOEHT, MOXe Aa Ce HanoXu yBeloMsiBaHe Ha 3acerHatute Cybektu Ha
JINYHU JaHHW N CbOTBETHUTE UHCTUTYLIUW.

4.10 Data Protection Measures and Privacy by Design

4.10 Mepkn 3a 3awmTa U HENPUKOCHOBEHOCT, 3aliOXEHU B
cucrtemara

To safeguard the confidentiality, integrity and security of the Personal Information it
Collects, the Company, with the support of the IT Department, must implement
physical, technical and administrative security measures. Examples of these
measures are provided in Appendix A.

C nomowta Ha WUT Otmena, KomnaHuaTa TpsibBa ga BHegpsiBa u3nyecku,
TEXHUYECKN U aAMUHUCTPATMBHM MEpPKM 3a 3aluTa Ha KOH(UAEHLMAaNHOCTTa,
WHTErpuTeTa u CUrypHoOCTTa Ha cbbupaHute ot Hesl JInyHu ganHu. B Mpunoxenue
A ca gageHu NnpuMepu 3a TakmBa MepKu.

When implementing new applications and services, the Company is committed to
embedding privacy into their design and operation from the outset, adhering to the
principle of "privacy by design".

Mpu BHeapsiBaHe Ha HOBW MpUMoXeHusa 1 ycnyrn, KomnaHusta oT caMoTo Havano
3anara 3awuTta Ha AaHHUTe B CTPYKTypaTa U YHKLUMOHANHUTE UM XapaKTepUCTUKM
Ha npuvHUMNa "HeNpUKOCHOBEHOCT MO AM3aviH (privacy by design)".

4.11 Privacy Impact Assessment and Risk

4.11 OueHka Ha Bb3OENCTBUETO "
HEeNPMKOCHOBEHOCTTA Ha AaHHUTE

pucka  BbpXY

To uphold its commitment to protecting Personal Information and to enable
transparency and control, the Company will conduct “Privacy Impact Assessments”
where appropriate. A Privacy Impact Assessment is a systematic process designed
to evaluate how Personal Information is Collected, used, disclosed and managed

3a uM3NbfiHEHME Ha aHraXXUMEeHTUTe cU 3a 3awuTta Ha JldHuTe JaHHM 1 3a
ocurypsiBaHe Ha NpPO3paYHOCT U KOHTPOM, KoraTto e Heobxogmmo, KomnaHusita
npoeexzaa “OueHka Ha Bb3OeNCTBUETO BbPXY HEMpUKOocHoBeHOCTTa”. OueHkaTa Ha
Bb3OEWCTBMETO BbPXY HEMNPUKOCHOBEHOCTTA MpeAcTaBlfsiBa CUCTEMaTUYeH
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within the Company’s operations. This process helps the Company identify potential
Privacy risks and implement measures to mitigate them, especially when introducing
new technologies, systems, or processes that involve Personal Information.

npouec, C KOWTO ce oueHsiBa kak JIMYHWTe OaHHM ce cbbupat, paskpusaTt U
ynpasnsBeaT npu gelHoctta Ha Komnanuata. Toan npouec nomara Ha KomnaHusaTta
Aa vaeHTUdMUMpa pUCKoBe 3a HEMPUKOCHOBEHOCTTa Ha JIMuHUTe AaHHWM 1M aa
BHeApsiBa MEPKU 3a HAMarnsiBaHETO Ha Te3UN PUCKOBE, OCOGEHO NpU BbBEXAaHe Ha
HOBM TEXHOJIOTUM, CUCTEMM U MPOLLECH, KOUTO BKMOYBAT JIMYHM JaHHW.

The Company will conduct Privacy Impact Assessments in the following scenarios:

KomnaHusita npoBexaa OLeHka Ha Bb3eCTBUETO BbPXY HEMPUKOCHOBEHOCTTA B
criegHuUTe cryyaum:

o When new projects or systems are introduced that Collect or otherwise
Process Personal Information;

e Korato ce BbBeXxaaT HOBM NPOEKTU U CUCTEMU, NPU KOMTO ce cbbupar
WM No ApYyr Ha4MH ce obpaboTeart JIMYHWM OaHHK;

o When existing Processing activities undergo significant changes; and

e Korato ce npaBsaT CbLWECTBEHW NPOMEHW B CbllecTByBalUUTe
JenHocTn no obpaboTka; 1

o When legal requirements mandate such assessment (e.g., in response
to regulatory changes).

e Korato HopmaTvBHUTE / OPUOMYECKM M3UCKBAHWA HanaraT Takasa
oLieHka (Hamp. Npy NPOMEHU B HOPMATUBHW JOKYMEHTW).

Privacy Impact Assessments are carried out by the respective Privacy Liaisons
under the oversight of the respective Privacy Professionals and in consultation with
the IT Privacy Coordinator and the Group Privacy Officer, when necessary.

OueHka Ha BbB3OENCTBMETO BbPXY HEMPUKOCHOBEHOCTTA CE€ M3BbpLBa OT
CbOTBETHOTO JlnLie 3a KOHTAKT MO OTHOLLEHME Ha JINYHUTE AaHHM Nog KOHTpOria Ha
Cneumannct no HeMpUKOCHOBEHOCT Ha JIMYHUTE OaHHM u B KoHcynTauus ¢ UT
KoopguHatop 3a JluuHm gaHHm n OTroBopHuKa 3a JlnuHm gaHHm B Mpynata O1M,
Korato € Heobxoanmo.

4.12 Mobile Device, Email and Internet Usage

4.12 N3non3BaHe Ha MOBUNHU YCTPONCTBA, U-MEWN N UHTEPHET

Employees must exercise special caution when sharing or otherwise Processing
Personal Information via mobile devices such as smartphones, tablets and
notebooks as well as through email and internet use. Detailed requirements can be
found in the Acceptable Mobile Device Use Procedure, Acceptable Email Use
Procedure and the Internet Acceptable Use Procedure.

PaboTHuunTe/cnyxumtenuTe TpsibBa aa ca ocobeHo Npeanasnveu Npu cnogensiHe
unu obpaboTka Ha JIM4HM aaHHM Ype3 MOBUITHM YCTPOWCTBA KaTo cMapT TenedoH,
Tabnet n HOyTOYK, a CbLLO M TakmBa, KOUTO c€ OOMEHAT NO U-MEW N UHTEPHET.
M3unckBaHusiTa ca onmcaHu nogpobHo B pouedypa 3a dornycmuma ynompeba Ha
mobunHume ycmpoticmea, [Ipouedypa 3a Oonycmumo U3rofi3eaHe Ha
eniekmpoHHa nowa v lNpouyedypa 3a donycmuma yrnompeba Ha VIHmepHem.

5 Role Relationships, Authorities and
Accountabilities

5 Bsanmopgenctsme mexay ponure,
NPaBOMOLLINATA U OTTOBOPHOCTUTE

To facilitate compliance with this Standard, certain roles, relationships, and
accountabilities are prescribed herein.

3a cnasBaHe Ha HacTosAwwms CTaHaapT, TyK ca npenopbYaHy onpeaerieHn pomnu,
MPaBOOTHOLLEHMS! U OTFOBOPHOCTU
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5.1 Group Privacy Officer

5.1 OtroBopHuK 3a Jlnyum gaHum B ['pynata ANM

The Group Privacy Officer is accountable for overseeing compliance with this
Standard, and reporting to DPMs senior management, with the support of
designated Privacy Professionals. To fulfill these accountabilities, the Group Privacy
Officer may request information from the Privacy Professionals, who are obligated
to provide the requested information within a reasonable timeframe.

OTroBopHuKbT 3a JInuHm gaHHm B Mpynarta Ha [IINMM Hocx OTroBOPHOCT 3a KOHTpona
BbPXY CMasBaHEeTo Ha HacToswms CTaHaapT 1 cBbp3aHaTa C TOBa OTYETHOCT Npes
BucleTto pbkoBOACTBO, € NnomollTa Ha CneunanuctuTe no HEMNPUKOCHOBEHOCT Ha
JInyHuTe gaHHKU. 3a M3NbAHEHMETO Ha Te3n OTrOBOPHOCTN, OTroBOPHUKBLT 3a JIndHK
OaHHn B pynata Ha [OMM moxe B pa3ymHUM CpokoBe Aa uUcka MHdopmauusa ot
CneumanncTute no HeNPUKOCHOBEHOCT Ha JIMYHUTE AaHHW.

In the absence of a designated Privacy Professional for DPM, the accountabilities
outlined in Section 5.2 below will be assumed by the Group Privacy Officer

Ako He ca onpegeneHn Cneumanuct nNo HEMPUKOCHOBEHOCT Ha JIMYHUTE AaHHW,
otroBopHocTuTe B Pasaen 5.2 pony ce Bb3narat Ha OTroBopHuka 3a JInyHn gaHHu
B pynata AMNM.

5.2 Privacy Professionals

5.2 Cneumanucti Nno HeNPMKOCHOBEHOCT Ha JIn4yHuTe AaHHU

Privacy Professionals are accountable for ensuring that applicable Privacy Laws are
understood, communicated and integrated into the practices of their respective
Business Unit.

Cneuunanuctute no HEMNPUKOCHOBEHOCT Ha JInyHnTE AaHHM HoCcAT OTrOBOPHOCT 3a
ocurypsaBaHe Ha pa36|/|paHeTo, KOMYHUKMPpaAHETO WU  UHTErpupaHeTo Ha
npunoXmMMmnMTe HOpMaTUBHU U3NCKBAHUA 3a JInyHnte paHHM B NPaKTUKNTE Ha
cboTBeTHaTa busHec egmHuua.

The key accountabilities of Privacy Professionals include, but are not limited to:

OcHoBHUTE OTroBOPHOCTU Ha Cneuunanucra no HEeMNMnpPMKOCHOBEHOCT Ha JlnyHute
OaHHW BKNKOYBAT, HO HE Ce OrpaHn4yaBaT Ao CriegHoTo:

¢ Maintaining up-to-date knowledge of applicable Privacy Laws and
notifying Group Privacy Officer of any significant changes;

e T[ooabpka akTyanHa WHopMauus 3a HOPMaTWBHUTE W3UCKBaHWS,
MPUNOXMMU KbM HEMPUKOCHOBEHOCTTa Ha JInyHuTe [aHHu, W
yBegomsiBa OTroBopHUKa 3a JInuHM AaHHuW B [pynata npu CbLLeCTBEHU
NMPOMEHU B TAX;

o Developing and updating Privacy policy documents for their respective
Business Unit;

e M3roTBs U akTyanuaupa AOKYMEHTW, CBbp3aHu ¢ [lonutuknte 3a
HernpuKoCHOBEHOCT Ha JlMyHMTEe [OaHHM 3a cboTBeTHaTa bBusHec
eauHMLa;

e Creating and delivering Privacy training programs for Employees for
their respective Business Unit;

e PaspabotBa n npoBexaa obyunTenHu nporpamMmm BbB Bpb3Ka C
HEMNPUKOCHOBEHOCT Ha JIMYHUTE AaHHM 3a NepcoHarna B CbOTBeTHaTa
Bbusnec egnHMLa;

e Assisting and advising Privacy Liaisons in establishing Data Processing
Agreements when engaging Third Party Processors;

e [lognomara u koHcynTupa JlMuata 3a KOHTAKT MO OTHOLUEHWE Ha
JInynnte gaHHM npu cknoyBaHe Ha CnopasymeHus 3a obpaboTka Ha
JIuHM paHHWM, B KOUTO ca aHraxuvpaHu TpeTu CTpaHu, KOWUTO
obpaboTtsat JIn4yHM OaHHW;
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¢ Notifying the Group Privacy Officer of any Privacy Data Breaches and
coordinating the investigation and response to such beaches;

e YBepomsaBa OTroBopHuka 3a JluuHu gaHHu B pynata Ha AMNM npwm
HapyLleHWe Ha CUIYpHOCTTa Ha AaHHWUTE U KOOpAMHMPA pa3criegBaHus
¥ nocrnegBalimTe JeACTBUS NPY TakMBa HapYLUIEHUS;

e Overseeing Privacy Impact Assessments conducted by Privacy Liaisons
within their respective Business Unit; and

o KoHTponupa OueHkaTa Ha Bb34eNCTBMETO BbpXy
HEMPUKOCHOBEHOCTTa Ha AaHHWTE, KOSATO ce M3roTed oT JluuaTa 3a
KOHTaKT No OTHoweHue Ha JluyHuTe gaHHM B cboTBeTHaTa busHec
eovHMLa; U

e Acting as the primary point of contact with Privacy authorities for their
respective Business Units.

. q)yHKLl,VIOHVIpa KaToO OCHOBHO JMLEe 3a KOHTaKT MeXxay CbOoTBeTHaTa
BbuaHec egnHuua n MHCTUTYUNUUTE 3a 3allnTa Ha JInyHNTE JaHHW.

5.3 Privacy Liaison

5.3 Jlnue 3a KOHTaKT No OTHOLWIEeHWe Ha JInyHuTe gaHHu

Each Business Function Head whose Business Functions Processes Personal
Information, must designate an Employee within the Business Function to serve as
a Privacy Liaison and facilitate the adherence to this Standard.

Bceku pbkoBoauTen Ha busHec dyHKUMS B kOATO ce obpaboTeat JIMuHM faHHU e
ONbXeH fa onpefenu efuH Cnyxurten B Ta3u busHec dyHKUuA, KOWTO Aa urpae
ponsa Ha Jluue 3a KOHTaKT Mo OTHOWeEHWe Ha JIn4yHMTe gaHHM 1 ga nognomara
cnasBaHeTo Ha HacTtodawmna CtaHgapT.

The key accountabilities of the Privacy Liaisons include, but are not limited to:

OcHoBHUTE OTroBOPHOCTU Ha Jlnue 3a KOHTaKT No OTHOLWEHME Ha JIMYHUTE OaHHK
BKn4BaT, HO HE Ce orpaHn4yaBaT 4O CNeaHOoTOo:

o Ensuring that Privacy considerations are integrated into the business
processes and projects of their respective Business Function;

e Cneon 3a TOBa HENPUKOCHOBEHOCTTA Ha JlMyHWTE JaHHM pda e
WHTEerpvpaHa B OMW3HEC MnpouecuTe U MpPOEeKTUTe Ha CbOTBETHATa
BuaHec yHKUMA.

e Ensuring that Personal Information Processed by their respective
Business Function is collected, used and stored in compliance with this
Standard;

e OcurypsBa crnasBaHe Ha Hactosilwms CrtaHgapT npu cbbupaHe,
nonsBaHe M cbxpaHeHue Ha JIn4yHuTe AaHHM B cboTBeTHaTa buaHec
eanHnLa;

o Ensuring a Data Processing Agreement is executed after consulting the
respective Business Unit’'s Privacy Professional and the IT Privacy
Coordinator;

e Ocurypsasa ckniousaHe Ha CnopasymeHue 3a obpaboTka Ha JIMyHK
OaHHM  cnej  KOHcynTaumM CcbC  CbOoTBeTHMst  Cneumanuct no
HenpukocHoBeHOCT Ha JlnyHuTte gaHHm u1 T KoopguHatop 3a JInyHm
JaHHW.

e Reporting privacy concerns and Personal Information Breaches to the
Privacy Professionals; and

e [oknagsa Ha CneuuanvcTuTe Mo HernpuKOCHOBEHOCT MPOGNeEMMU CbC
3awmTaTa Uy HapyleHve Ha CUrypHocTTa Ha JIMYHWTe gaHHu; U

e Conducting Privacy Impact Assessments, as required.

e UarotBs OueHKM Ha Bb3OEUCTBUETO BbPXY HEMPMKOCHOBEHOCTTa Ha
JaHHUTe, Korato e Heo6GXxoaMMo.
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5.4 IT Privacy Coordinator

5.4 T KoopauHaTtop 3a JIn4yHn gaHHu

The IT Privacy Coordinator is accountable for supporting the Group Privacy Officer
and Privacy Professionals and ensuring the implementation of the Company
technological controls designed to protect Personal Information.

T KoopauHatopbT 3a JInuHu gaHHu cbaenctea Ha OTroBOPHUKBLT 3a JInuHM gaHHm
B [pynata Ha 1M n CneuuanuctuTte no HENPUKOCHOBEHOCT Ha JIMYHNTE JaHHM 3a
BHeOpsiIBAHETO Ha TEXHOMNOIMMYHM KOHTPOJHN MEPKM 3a 3awmTa Ha JInyHMTe OaHHM.

The key accountabilities of the IT Privacy Coordinator include, but are not limited to:

OcHoBHUuTe otroBopHocTn Ha NT KoopauHaTtop 3a JIndHn gaHHW BKIo4YBaT, HO He
ce orpaHu4aBar Ao CrnegHoTo:

¢ Reviewing, managing, and conducting regular testing and assessments to
evaluate the effectiveness of technical and organizational measures for
ensuring the security of Personal Information.

e [pernexpna, ynpaensBa M NpoBexda PedoBHW TeCTOBE M OLEHKa Ha
eeKTMBHOCTTa Ha TEeXHUYEecKATe U OpraHuM3aUMoHHM MepKM 3a
CUrypHOCTTA Ha JINYHUTE AaHHMU.

e Assisting Privacy Professionals in responding to Information Subject
requests or requests from Privacy authorities within the timeframes
prescribed by Privacy Laws.

e [lognomara CneunanucTuTe no HEemnpuUKOCHOBEHOCT Ha JIMYHMTE OaHHM B
OTrOBOPUTE Ha 3anuTBaHuUs OT cTpaHa Ha Cy6ekTu Ha AaHHWU U UHCTUTYLUK
3a 3awumTa Ha JInyHuTe JaHHM B CPOKOBETE, OnpeaeneHn oT CbOTBETHUTE
HOPMAaTVBHU JOKYMEHTMU.

o Reviewing data security documents to ensure appropriate security controls,
both prior to the onboarding of Third Party — Processors and as part of
ongoing interactions with them.

e Ha Tekywa 6asa, BbB B3auUMOLENCTBME C TpeTn cTpaHu, npernexga
OOKYMEHTUTE 3a CUIYpPHOCT Ha [aHHUTE U Oocurypsiea noaxoasiim
KOHTPOSIHW MEpKU 3a CUFYpHOCT Mpeau W criefd BKIYBaHeTo Ha TpeTu
cTpaHu B obpaboTkaTa Ha AaHHMW.

e Assisting in identifying, managing and mitigating Personal Information
Breaches through technological support.

e [lognomara, wuaeHTUdUUMpa, YynNpaBnsiBa M HamansiBa pUCKOBETe 3a
HapylleHWe Ha curypHoctta Ha JIMYHWTe [aHHM ¢ nomowTa Ha
crneyumanncT No TEXHOMOMUM.

e Supporting Privacy Professionals in the execution of other accountabilities
set out in this Standard, as needed.

e Kbageto e HeoGxoaumo, nognomara CneunanucTuTe no HeNpUKOCHOBEHOCT
Ha JIMYHWTE OaHHW 33 M3NBIHEHMETO Ha APYru 3a4bIPKEHUs!, ONUCaHU B
HacToswma CtaHaapT.

6 Effective Date and Review

6 BnwusaHe B cuna u nperneau Ha CtaHgapTa

This Standard must be reviewed once every two years.

Hacrtosuwuar CTaHD,apT Cce npepasmexga BegHbX Ha BCEKU ABe roOaANHN.

7 Compliance

7 CwboTBeTcTBUE

Any violation of this Standard must be reported through the speak-up channels
specified in the Code of Business Conduct and Ethics.

Bcsiko HapylweHue Ha HacTtoswms CTaHgapT 3agbihkUTENHO ce Aoknagsa no
KaHanuTe 3a [JoKnagBaHe Ha HepegHOCTW cbrnacHo [IpaeunHuka 3a 6usHec
nosedeHue U emuka.

Non-compliance with this Standard may subject a person to whom this Standard
applies to corrective action by the Company as described in the Code of Business
Conduct and Ethics.

HecnassaHeTo Ha HacTosilms CTaHgapT OT cTpaHa Ha uneH Ha boppa Ha
avpekTopute, paboTHUK/cnyxuten unu TpeTa cTpaHa MoANeXW Ha KOPEeKTUBHU
MepKM cbrnacHo lpasunHuka 3a 6usHec emuka U nosedeHue.

Uncontrolled if Printed

DPMB PL 1-23 Privacy Standard-GRP-ST-LEG-19 V.1.1 v-1

Page 17 of 22

printed: 20.10.2025



kopg | code: PL 1-23

. CTaHaapT 3a HENPYKOCHOBEHOCT Ha _
» - .
3 ]]] METALS Privacy Standard NUYHUTE JaHHM Bepous [ version: 1

B cuna or | effective: 2025

8 Appendices 8 [lpunoxeHuns

Appendix A: Examples of Safeguard Measures MpunoxeHue A: NpumepHN MepKM 3a 3alumTa
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Appendix A: Examples of Safeguard Measures

[TpunoxeHwne A: lNprmMepHN MEPKK 3a 3aLumnTa

(a) Physical Security Measures

(a) PM3MYECKM MEPKU 332 CUTYPHOCT

These measures protect the physical locations and devices where Personal
Information is stored or accessed. Some examples include:

MpenctaBnsBaT MepkM 3a 3awuta Ha PU3MYECKOTO MECTOMOSOXKEHNE U
yCTpOMCTBATa 3a CbXpaHeHne Ha 1 JOoCTbN A0 JInYHu gaHHu. Hakou oT npumepute
BKITHOYBAT:

e Controlled Access to Facilities: Only authorized Employees may access
the Company’s buildings or areas where Personal Information is stored.

e KoHTponupaH goctbn Ao nomelyeHusi: Camo oTopMaMpaHu nvua mora
[a BnusaT B crpaguTe M 30HMTE, B KOUTO ce CbXpaHaBaT JInYHM JaHHW.

e Secure Storage: Hard copies of Personal Information (e.g., employee
records, contracts) must be kept in locked cabinets, safes, or secure filing
rooms that are only accessible to authorized Employees.

e 3awmTeHO MACTO 3a CcbXpaHeHue: PasnevaTkMte C JIMYHM OaHHK
(Hanpumep pocmeTa U OOroBopu Ha paboTHuuu/cnyxutenu B “JludeH
CbCTaB”) 3a4bMKUTENHO Ce AbpXaT B 3aKkrtoyeHu Wwkadose, cendose nnm
cTauv, 40 KOUTO MMaT AOCTbIM CaMO OTOPU3UPAHN CITYXUTENN.

¢ Environmental Controls: Protecting server rooms from environmental risks
such as fire, floods, or overheating by using climate control, fire suppression
systems, and uninterruptible power supplies.

e KoHTpon Bbpxy cpeparta: 3awiMta Ha CbpPBbPHUTE MNOMELLEHUS OT
puvCcKOBEe KaTO MoXap, HaBOAHEHWE W nperpsiBaHe C nomowTa Ha
KnumaTuum, npotuBonoxxapHu cuctemmn n UPS ycTporicTBa 3a ocurypsisaHe
Ha HenpeKbCHAaTO efl. 3axpaHBaHe.

¢ Visitor Control: Implementing a strict visitor management system, including
strict visitor protocols in secure areas.

L] KOHTpO.ﬂ Ha gocTbna Ha nocetutenu: Bkniousa CKpUTHa Ccuctema 3a
KOHTPOJT Ha AO0CTbMNa, BKIMHYUTENTHO CTPUKTHU NpaBuna 3a AornyCckaHe Ha
noceTnuTesnn B oXpaHABaHM 30HWN.

The Company may also adopt surveillance and monitoring techniques (such as the
use of CCTV cameras and alarms to monitor access to facilities, data centers, and
sensitive areas) after consulting with the Group Privacy Professional.

OcBeH TOBa, KomnaHusTa Mmoxe aa BbBefe huUanyecku cuctemMm 3a HabnogeHve m
MOHUTOPUHI (BMOEeOoKamMepu 1 anapMm 3a HabniogeHue Ha nomeLlleHusi, 30HU 3a
CbXpaHeHWe Ha [aHHW W YyBCTBUTEMHWM 30HW) CRed KOHCyNnTupaHe CbC
CneumanucTta no HeNpUKOCHOBEHOCT Ha JlnyHnTe aaHHu 3a Mpynata Ha O1M.

(b) Technical Security Measures

(b) TexHUYECKMN MEPKM 32 CUTYPHOCT

These are measures designed to protect digital systems and networks from cyber
threats and unauthorized access. Some specific examples include:

MpencraBnsiBaT MepKky 3a 3aliMTa Ha OAWMUTaNHUTE CUCTEMU M MPEXU OT Kubep
3annaxu 1 HeoTopuanpaH AOCTbI. HAKOU KOHKPETHM NpUMepy BKITIOYBaT:

o Data Encryption: Encrypting sensitive Personal Information both at rest (in
storage) and in transit (when being transmitted over networks) to prevent
unauthorized access.

e KpuntupaHe Ha gaHHu: MpeacTtaenssa KpuntupaHe Ha JIMYHKU OaHHM Ha
MSICTOTO UM 3a CbXpaHeHue UM Ha NbT (Korato ce NpexsbpAT N0 MPEexXu)
C Uen aa ce nNpefoTepaTi HEOTOPKU3UpPaH AOCTHI.
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Firewalls and Intrusion Detection Systems: Using firewalls and intrusion
detection/prevention systems to monitor and filter network traffic

danbpyon M cuMcTteMm 3a 3acuMyaHe Ha OMUTU 3a HeOTOpuU3UpaH
poctbn: M3nonseaTt ce cuctemun 3a 3awmta tun Firewall, n cucremn 3a
3acuyaHe/npefoTBpaTsiBaHe Ha HEOTOpU3MpPaH AOCTbM U MOHUTOPUHT Ha
MpPEX0oB TpaguK.

Multi-Factor Authentication: Requiring multiple forms of verification for
accessing sensitive systems or information.

MHorocakTopHa aBTeHTUKauma: /3nckBa HSKOMKO Tuna Bepudukaums
3a 0OCTbN 4O CUCTEMU C YYBCTBUTENHA MHGOPMAaLLMS.

Role-Based Access Controls: Limiting access to Personal Information
based on an Employee’s role or job accountabilities.

KoHTpon Ha poctbna, 6asmpaH Ha ponu (RBAC): OrpaHnyaBa gocrtbna
00 JInyHn gaHHM Ha 6as3a Ha ponuTe M OTFOBOPHOCTUTE HA CbOTBETHUS
paboTHUK/CRyXUTEn.

Regular Security Audits and Vulnerability Assessments: Regularly
assessing and testing the company’s IT infrastructure to identify and
address potential treats.

PepoBHU ogutn Ha curypHoctTa u OueHKa Ha ya3BumocTTa: PenosHu
oueHkn u TectBaHe Ha WT wH(pacTpyktypata Ha KoOMMaHudaTa 3a
naeHTudurumpaHe n agpecrpaHe Ha NoTeHUManHuTe 3annaxm.

Anti-virus and Anti-malware Software: Deploying and regularly updating
anti-virus and anti-malware software on all Company systems to detect and
remove malicious software.

Codpryep 3a 3awmura cpewyy BUpycu un manyep: ViHctannpaHe n pegoBeH
BNOENT HA aHTUBMPYCHUS N aHTUManyep coTyep Ha BCUYKM CUCTEMMU B
KOMMaHusATa C Lien 3acuyaHe 1 npeMaxBaHe Ha 3noBpeaeH codTyep.

Backup Systems: Implementing automatic backups of important
information, stored in secure, off-site locations or in the cloud.

Bekbn cucrtemu: BHe,D,pFIBaHe Ha aBTOMATU4YHU cucTemun 3a Bekbn Ha
BaXXHa I/IHd)OpMaLI,MFl, KOATO Ce CbXpaHdABa Ha 3allUTeHU yCTpOIZCTBa B
obnak unu n3BbH TEPUTOPUATA HA KOMNAHUNATA.

Web filtering: Blocking access to malicious and unauthorized websites,
reducing the risk of malware, phishing, and data breaches.

dunTtpupaHe Ha AocTbNa OO MHTepHeT cainToBe: bBrnokupaHe Ha
JocTbMa [0 3M10BpedHU M HeoTopuavpaHu yebcaiToBe, HamansiBaHe Ha
pvicka OT OULLVHF aTaku 1 HeOTOpPU3MpPaH AOCTbM A0 AaHHM.

Patch Management: Regularly updating software with the latest security
software updates (i.e. patches) to mitigate vulnerabilities.

YnpaBneHne Ha akTyanusaumu: PepoBeH bngewt Ha codTyep C
nocrefHuTe akTtyanu3auun Ha codTyep 3a curypHocT (patches) 3a
HamarnsiBaHe Ha ysi3BUMOCTTa.

Security Incident and Event Management: Implementing tools, which
provide centralized monitoring, analysis, and real-time alerting of security
events across the Company’s network.

YnpaBneHne Ha WHUMAEHTU CbC CUTypHocTTa: BHegpsiBaHe Ha
WHCTPYMEHTY 3a LIeHTPanuanmpaH MOHUTOPWHT, aHanus v cUrHanuavpaHe Ha
oMacHOCTM 1 NpobremMun B peanHo Bpeme 3a CbOUTUS B LSAnata mpexa Ha
KoMMaHusaTa.

Security Incident Response Plan: Quickly identifying and mitigating
security breaches to minimize damage and information loss

MnaH 3a pgencTBusA NpPU WMHUMAEHTU CbC curypHoctra: CnewHo
noeHTurumMpaHe n HamansiBaHe Ha 6pos Ha nNpobreMuTe/MHUNOEHTUTE
CbC CWUIypHOCTT@ 3a MMWHUMWU3MPAHE Ha LWeTuTe W 3arybata Ha
WUHpopmaLms.

Disaster Recovery Plan: Focusing on restoring IT systems and information
access after disruptions to ensure business continuity.

NnaH 3a BBb3cTaHOBsAIBaHe npu GeacTBusi M aBapuu: [lnaHbT ce
dokycupa BbBpPXY Bb3CTaHOBABaHe Ha pfoctena go WT cuctemn un
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WHdopmaums cnen nNpekbCBaHe Ha ycnyrute,
HenpekbCHATOCT Ha BusHeca.

3a pga ce ocurypu

(c) Administrative Security Measures

(c) ADMUHUCTPaTUBHU MEPKU 3a CUTYPHOCT

Administrative measures ensure that policies, procedures, and employee behavior
contribute to the protection of Personal Information. These include:

ALI,MI/IHI/ICTpaTI/IBHI/ITe MEepPKU noanomarart NOJINTUKNTE, npouenypute n
noseieHMEeToO Ha nepcoHarna, Taka 4e ga ce ocurypu 3awunta Ha JInyHnte gaHHu.
A,D,MI/IHI/ICTpaTI/IBHI/ITe MEPKU BKIMKO4YBAT:

e Privacy Policies and Procedures: Developing and communicating clear
policies for handling, access, retention, and deletion of Personal Information.

e [lonutukn mn npouenypun 3a HeNpUKOCHOBEHOCT Ha JInyHuTe paHHM:
Pa3pa60TBaHe N KOMYHUKMNpaHe Ha ACHU NOJIUTUKN 3a o6pa60T|<a, AoCTbMN,
CbXpaHeHne n n3TpnBaHe Ha JInyHm gaHHK.

e Employee Training and Awareness: Providing regular training to
Employees on best practices for data security, phishing awareness,
password management, and how to report suspicious activity.

e OOy4yeHue n nHcpopmupaHocT Ha nepcoHana: OcurypsiaHe Ha pei0BHO
oby4yeHve Ha NepcoHana 3a u3nonssaHe Ha 4o6pW NpakTUKK 3a 3aluTa Ha
OaHHUTe, pasno3HaBaHe Ha (ULIMHI aTaku, ynpaBfieHWe Ha naponu u
MeTOAM 3a AoKnagBaHe Ha CbMHUTENHU OEACTBUS.

e Third-Party Processor Vendor Management: Ensuring that Third-Party
Processors comply with the Company’s privacy and security standards.

e YnpaBneHue Ha TpeTu cTpaHu, KouTo obpaboTBaT JIM4uHM AaHHKU: Taka
ce ocurypsiBa cra3BaHe Ha W3MCKBAHUSATA 3a CUIYPHOCT M
HENPWKOCHOBEHOCT Ha JInYyHnTe JaHHM OT cTpaHa Ha TpeTn CTpaHw.

e Regular Audits and Compliance Checks: Conducting internal and
external audits to ensure compliance with Privacy Laws and Company
policies.

e PepoBHun ogutn wu npoBEepPKM 3a cna3BaHeé Ha W3UCKBaHUATA:
I'lposem,u.aHe Ha BbTPEWHU WU BbBbHWHM OOUTU 3a CbOTBETCTBUE C
HOPMATMBHUTE WU3UCKBAHUA 3a HENPUKOHOBEHOCT Ha JInyHnTe gaHHU u
NOJNTUTUKNTE Ha KOMNaHUATA.
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